MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS LIMITED (MDTS)
PRIVACY NOTICE EFFECTIVE FROM 25TH MAY 2018

WHAT IS A PRIVACY NOTICE?

A PRIVACY NOTICE IS A STATEMENT OF HOW MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS COLLECTS, USES, RETAINS AND
DISCLOSES YOUR PERSONAL INFORMATION. PERSONAL INFORMATION IS INFORMATION THAT IDENTIFIES YOU AND IS ABOUT
YOU.

TO ENSURE THAT WE PROCESS YOUR PERSONAL DATA FAIRLY AND LAWFULLY WE ARE REQUIRED TO INFORM YOU:

. WHY WE NEED YOUR DATA

. HOW IT WILL BE USED AND

. WHO IT WILL BE SHARED WITH

. WHAT RIGHTS YOU HAVE IN RELATION TO THE PERSONAL DATA WE COLLECT FROM YOU

THE LAW DETERMINES HOW ORGANISATIONS CAN USE PERSONAL INFORMATION. THE KEY LAWS ARE: THE DATA PROTECTION
ACT, EU GENERAL DATA PROTECTION REGULATION, THE HUMAN RIGHTS ACT, RELEVANT HEALTH SERVICE LEGISLATION, AND
THE COMMON LAW DUTY OF CONFIDENTIALITY.

WITHIN THESE PAGES WE DESCRIBE INSTANCES WHERE MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS IS THE "DATA
CONTROLLER" (THE ORGANISATION WHO DECIDES WHAT DATA WE COLLECT AND HOW IT IS USED), AND WHERE WE DIRECT OR
COMMISSION THE PROCESSING OF PATIENT DATA TO ASSIST THE MANAGEMENT OF EYECARE SERVICES.

MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS IS COMMITTED NOT ONLY TO THE LETTER OF THE LAW, BUT ALSO TO THE
SPIRIT OF THE LAW AND PLACES HIGH IMPORTANCE ON THE CORRECT, LAWFUL, AND FAIR HANDLING OF ALL PERSONAL DATA,
RESPECTING THE LEGAL RIGHTS, PRIVACY, AND TRUST OF ALL INDIVIDUALS WITH WHOM IT DEALS.

THIS NOTICE APPLIES TO IRIS LICENSEES, CONTRACTED CLIENTS AND THEIR PATIENTS, STAFF MEMBERS, CLINICIANS,
CONSULTANTS, CONTRACTORS, VENDORS AND SUPPLIERS TO MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS & IRIS.

YOUR INFORMATION
WHAT INFORMATION DO WE COLLECT ABOUT YOU?

WE ONLY COLLECT AND USE YOUR PERSONAL INFORMATION WHERE AT LEAST ONE OF THE LEGAL BASIS APPLIES AND FOR THE
LAWFUL PURPOSES OF ADMINISTERING THE BUSINESS OF MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS. THE LEGAL BASIS
ARE AS FOLLOWS,;

. UNDER CONSENT - WHERE YOU HAVE GIVEN YOUR CONSENT TO THE PROCESSING OF YOUR PERSONAL DATA.

. PERFORMANCE OF A CONTRACT - WHERE THE PROCESSING OF YOUR DATA IS NECESSARY FOR THE FULFILMENT OF A
CONTRACT, FOR EXAMPLE E-REFERRALS OF NHS PATIENTS IS SUBJECT TO A CONTRACT.

. COMPLIANCE WITH A LEGAL OBLIGATION - PROCESSING OF YOUR DATA IS REQUIRED BY LAW AND WE ARE REQUIRED TO
COMPLY.

. IN THE VITAL INTEREST - WE MAY PROCESS YOUR PERSONAL DATA IN ORDER TO PROTECT YOUR VITAL INTERESTS, FOR
EXAMPLE IN PROVIDING INFORMATION FOR EMERGENCY TREATMENT OR CARE SHOULD IT BE REQUIRED.

. PUBLIC INTEREST - WE MAY PROCESS PERSONAL DATA IN ORDER TO COMPLETE A TASK CARRIED OUT IN THE PUBLIC
INTEREST.

. LEGITIMATE INTEREST - WE MAY PROCESS YOUR PERSONAL DATA AS WE HOLD A LEGITIMATE 'BUSINESS' INTEREST IN
PROCESSING THAT INFORMATION.
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THE TABLE BELOW SHOWS THE PURPOSES AND THE ASSOCIATED LEGAL BASIS UNDER WHICH WE PROCESS YOUR PERSONAL
DATA;

PURPOSE OF PROCESSING LEGAL BASIS FOR PROCESSING

COMPLIANCE WITH A LEGAL OBLIGATION AND LEGITIMATE

ACCOUNTING AND AUDITING INTEREST

COMPLIANCE WITH A LEGAL OBLIGATION AND LEGITIMATE
ACCOUNTS AND RECORDS

INTEREST
ADVERTISING AND PUBLIC RELATIONS UNDER CONSENT AND LEGITIMATE INTEREST
CONSULTANCY AND ADVISORY SERVICES PERFORMANCE OF A CONTRACT AND LEGITIMATE INTEREST
CRIME PREVENTION AND PROSECUTION OF OFFENDERS COMPLIANCE WITH A LEGAL OBLIGATION
EDUCATION LEGITIMATE INTEREST

UNDER CONSENT, PERFORMANCE OF A CONTRACT AND

HEALTHCARE ADMINISTRATION AND SERVICES
LEGITIMATE INTEREST

INFORMATION AND DATABANK ADMINISTRATION PERFORMANCE OF A CONTRACT AND LEGITIMATE INTEREST

LEGITIMATE INTEREST AND

RESEARCH
UNDER CONSENT

SHARING AND MATCHING OF PERSONAL INFORMATION FOR
NATIONAL FRAUD INITIATIVE

COMPLIANCE WITH A LEGAL OBLIGATION

COMPLIANCE WITH A LEGAL OBLIGATION AND LEGITIMATE
INTEREST

STAFF ADMINISTRATION AND EMPLOYMENT

WHAT TYPES OF PERSONAL DATA DO WE HANDLE?

WE PROCESS PERSONAL INFORMATION TO ENABLE US TO SUPPORT THE PROVISION OF EYECARE SERVICES TO PATIENTS,
MAINTAIN OUR OWN ACCOUNTS, PROMOTE OUR SERVICES AND TO SUPPORT AND MANAGE OUR EMPLOYEES. WE ALSO
PROCESS PERSONAL INFORMATION ABOUT HEALTHCARE PROFESSIONALS THAT DELIVER SERVICES THROUGH IRIS AND WITHIN
MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS.

THE TYPES OF PERSONAL INFORMATION WE USE INCLUDE:

. PERSONAL IDENTITY - SUCH AS TITLE, NAME, GENDER, DATE OF BIRTH

. CONTACT DETAILS - SUCH AS ADDRESSES, TELEPHONE & MOBILE NUMBERS, EMAIL ADDRESS

. FAMILY DETAILS - SUCH AS FAMILY HISTORY OF EYE DISEASE/CONDITION

. FINANCIAL DETAILS - SUCH AS BANK SORT CODE/ ACCOUNT NUMBER, PAYMENT CARD NUMBER, PAYROLL, TAX
INFORMATION

. EMPLOYMENT DETAILS - SUCH AS SALARY, ANNUAL LEAVE, PENSION, BENEFITS, DISCIPLINE AND GRIEVANCE,
PERFORMANCE DATA, OCCUPATIONAL HEALTH DATA AND SECURITY CLEARANCE DATA

. EDUCATION AND TRAINING DETAILS OF STAFF AND CONSULTANTS - SUCH AS TRAINING RECORDS,
QUALIFICATION VERIFICATION
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. EYE CORRECTION PRESCRIPTION, AND THE RESULTS OF ROUTINE EYE TESTS SPECIFICALLY TO ASSESS FOR GLAUCOMA
RELATED EYE CONDITIONS

. DETAILS HELD IN THE PATIENT'S RECORD, WHERE WE HOLD OR MANAGE THE PATIENT'S RECORD - SUCH AS NHS
NUMBER, GP DETAILS, MEDICATION/TREATMENT HISTORY, MEDICAL IMAGES.

. LIFESTYLE AND SOCIAL CIRCUMSTANCES - SUCH AS QUESTIONS ABOUT SMOKING, DRINKING AND GENERAL LIFESTYLE

. RESPONSES TO SURVEYS WHERE INDIVIDUALS HAVE RESPONDED TO SURVEYS ABOUT ISSUES

WE ALSO PROCESS SPECIAL CATEGORY OF INFORMATION FOR PATIENTS, STAFF AND CONSULTANTS, THAT MAY INCLUDE:

. RACIAL AND ETHNIC ORIGIN

. DATA CONCERNING HEALTH

. OFFENCES (INCLUDING ALLEGED OFFENCES), CRIMINAL PROCEEDINGS, OUTCOMES AND SENTENCES
. EMPLOYMENT TRIBUNAL APPLICATIONS, COMPLAINTS, ACCIDENTS, AND INCIDENT DETAILS

HOW WILL WE USE INFORMATION ABOUT YOU?

YOUR INFORMATION IS USED TO RUN AND IMPROVE MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS AND TO PROVIDE DATA
FOR CONTRACTED EYECARE SERVICES. IN RESPECT OF PATIENT DATA, THEIR DATA MAY BE USED TO:

+  REGISTER ALL PATIENTS ONTO OUR COMMUNITY EYECARE SYSTEM, IRIS

e REGISTER REFERRALS FOR PATIENTS ON OUR SYSTEMS, ADD & UPDATE DEMOGRAPHIC DETAILS AND HEALTH RECORDS
WITH NEW REFERRAL DETAILS

e ALLOW FOR THE ASSESSMENT AND TREATMENT OF PATIENTS WITH EYE CONDITIONS BY IRIS LICENSEES & USERS

e CREATE NOTES AND LETTERS FOR COMMUNICATING OUTCOMES WITH YOUR GP AND EYE CARE SPECIALISTS

e CREATE PRESCRIPTIONS TO TREAT EYE CONDITIONS

e ALLOW FOR THE ONWARDS REFERRAL FOR TREATMENT OF EYE CONDITIONS TO OTHER EYECARE PROVIDERS

e RECORD TELEPHONE CALLS MADE TO MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS IN RELATION TO
APPOINTMENT OR PATIENT ENQUIRIES

e ALLOW THE PREPARATION OF HEALTH RECORD FOLDER (NOTES) FOR THE PATIENT

e INVESTIGATE COMPLAINTS, LEGAL CLAIMS OR IMPORTANT INCIDENTS

e IVIAKE SURE SERVICES ARE PLANNED TO MEET PATIENTS' NEEDS IN THE FUTURE

e CHECK AND REPORT ON HOW EFFECTIVE MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS AND THE SERVICES IT
LICENCES & COMMISSIONS HAS BEEN

e HELP PATIENTS TO MAKE INFORMED CHOICES FOR TREATMENT BY PROCESSING ANONYMISED STATISTICAL
INFORMATION ON LICENSOR/USER SERVICE PERFORMANCE

e TO ADDRESS CUSTOMER SERVICE ENQUIRIES MADE VIA THE WEBSITE

WE MAY KEEP YOUR INFORMATION IN A WRITTEN FORM OR ON A COMPUTER. WHENEVER POSSIBLE ALL INFORMATION THAT
IDENTIFIES YOU WILL BE REMOVED.

FOR OUR STAFF, LICENSEES, CONTRACTORS, CONSULTANTS, CLINICAL AGENCY STAFF, VENDORS AND SUPPLIERS, PERSONAL DATA
MAY BE USED TO;

e \ERIFY EMPLOYMENT HISTORY, QUALIFICATIONS AND EXPERIENCE

e V/ALIDATE 'RIGHT TO WORK'

®  ASSESS SUITABILITY FOR EMPLOYMENT DURING SELECTION PROCESS
®  PERSONAL DEVELOPMENT OF EMPLOYEES

e PAYROLL

e NI AND TAX ACCOUNTING

e DISCIPLINARY AND GRIEVANCES

e  UNDERTAKE DUE DILIGENCE AND RISK ASSESSMENT OF SUPPLY CHAIN
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IRIS — IOP REFERRAL REFINEMENT & COMMUNITY GLAUCOMA NETWORK

MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS IS THE DATA CONTROLLER FOR OUR COMMUNITY EYECARE SYSTEM, IRIS,
WHICH ELECTRONICALLY DELIVERS IOP REFERRAL REFINEMENT & COMMUNITY GLAUCOMA NETWORK SCHEMES ON BEHALF OF
OUR EYECARE CLIENTS. IRIS HOLDS PERSONAL DETAILS OF ALL PATIENTS THAT HAVE BEEN EITHER REFERRED BY AN |OP
REFERRAL REFINEMENT CLINIC, REFERRED BY A GP, REFERRED BY AN OPTOMETRIST OR REFERRED BY AN NHS OR PRIVATE
HOSPITAL.

THE INFORMATION HELD ON IRIS IS USED PRIMARILY FOR THE PURPOSE OF ADMINISTERING COMMUNITY EYECARE SERVICES, IT
MAY HOWEVER BE USED FOR OTHER NON-HEALTH RELATED PURPOSES AND SHARED WITH STATUTORY BODIES/ORGANISATIONS
TO ENABLE THEM TO FULFIL THEIR STATUTORY OBLIGATIONS. 'NON-HEALTH RELATED PURPOSES' RELATE TO PROCESSING SUCH AS
CONTRACTED REPORTING TO THE PRIVATE HOSPITALS INFORMATION NETWORK (PHIN) USING PSEUDONYMISED DATA WHICH
ALLOWS PATIENTS TO MAKE INFORMED CHOICES OF WHERE THEY MAY WANT ACCEPT TREATMENT. WE MAY ALSO USE THE
INFORMATION WITHIN THE ADMINISTRATION SYSTEM FOR STATISTICAL ANALYSIS TO SEE HOW OUR CLIENTS ARE PERFORMING
WITH RESPECT TO KPI’S, CONTRACTUAL TARGETS AND OBJECTIVES.

THE INFORMATION WILL ONLY BE SHARED WITH OTHER ORGANISATIONS WHERE THERE IS A STATUTORY OBLIGATION TO DO SO,
OR WITH THE AGREEMENT OF MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS DATA PROTECTION OFFICER AND OUR CLIENTS
CALDICOTT GUARDIAN. A CALDICOTT GUARDIAN IS A SENIOR PERSON RESPONSIBLE FOR PROTECTING THE CONFIDENTIALITY OF
PATIENT AND SERVICE USER INFORMATION AND ENABLING APPROPRIATE INFORMATION-SHARING.

SHARING YOUR INFORMATION

WE MAY DISCLOSE YOUR PERSONAL INFORMATION FOR A NUMBER OF REASONS (TO THE EXTENT NECESSARY). THIS CAN BE
DUETO:

*  OUR OBLIGATION TO COMPLY WITH CURRENT UK LEGISLATION

«  OURDUTY TO COMPLY WITH A COURT ORDER

e A CONTRACTUAL COMMITMENT TO REPORT STATUTORY INFORMATION

. PROVIDING US WITH YOUR CONSENT TO THE DISCLOSURE OF YOUR DATA

IN FULFILLING OUR OBLIGATION TO LICENCE IRIS TO PROVIDE EYECARE SERVICES WE MAY SHARE YOUR DATA WITH THE
FOLLOWING ORGANISATIONS:

e OUR LICENCED CLIENT, WITH THE CONTRACTUAL COMMITMENT TO DELIVER EYE CARE SERVICES IN YOUR REGION

e NATIONAL HEALTH SERVICE (NHS)

= NHS GENERAL PRACTITIONERS (YOUR DOCTOR)

= SPECIALIST EYECARE CONSULTANTS (YOUR OPTOMETRIST/OPHTHALMOLOGIST)

= PHIN (PRIVATE HEALTHCARE INFORMATION NETWORK)

«  CONTRACTED 3RD PARTIES PROVIDING MEDICAL SERVICES (SUCH AS SPECIALIST OPHTHALMOLOGISTS & OPTOMETRISTS)
= HEALTHCARE INSURANCE PROVIDERS

= WHERE WE ARE REQUIRED TO DO SO BY LAW

= IN THE EVENT THAT SHARING YOUR DATA WILL ULTIMATELY BENEFIT YOU AS THE DATA SUBJECT

SHARING YOUR INFORMATION OUTSIDE OF THE EEA?

WE MAY FROM TIME TO TIME BE REQUIRED TO SHARE YOUR INFORMATION WITH OTHER SERVICE PROVIDERS WHO ARE
OUTSIDE OF UK AND THE EU. THE SHARING OF YOUR INFORMATION WITH THESE PROVIDERS IS NECESSARY IN ORDER TO
PROVIDE THE NECESSARY MEDICAL DEVICE OR SERVICE. THE TRANSFER OF PERSONAL DATA INTERNATIONALLY WILL BE
CONDUCTED WITH THE APPROPRIATE LEGAL MECHANISMS IN PLACE.

HOW LONG WILL WE KEEP YOUR DATA FOR?
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WE WILL KEEP YOUR PERSONAL INFORMATION IN ACCORDANCE WITH OUR DOCUMENTED INFORMATION RETENTION
POLICY AND FOR AS LONG AS IS LAWFULLY NECESSARY TO CONDUCT OUR BUSINESS WITH YOU, AND/OR IN ACCORDANCE
WITH OUR LEGAL OBLIGATIONS FOR DATA RETENTION.

WHAT RIGHTS DO | HAVE REGARDING YOUR USE OF MY INFORMATION?
YOU HAVE THE FOLLOWING RIGHTS IN RELATION TO THE PERSONAL DATA THAT WE HOLD ON YOU:

e YOU HAVE A RIGHT TO MAKE A SUBJECT ACCESS REQUEST

» YOU HAVE THE RIGHT TO RECTIFY/AMEND YOUR PERSONAL INFORMATION IF IT IS INCORRECTLY RECORDED.
ACCOUNTING FOR THE PURPOSES OF PROCESSING YOU HAVE THE RIGHT TO HAVE INCOMPLETE PERSONAL DATA
COMPLETED, INCLUDING BY MEANS OF PROVIDING A SUPPLEMENTARY STATEMENT

e YOU MAY HAVE THE RIGHT FOR YOUR PERSONAL DATA TO BE DELETED

*  YOU HAVE THE RIGHT TO RESTRICT THE PROCESSING OF YOUR DATA, IF YOU BELIEVE THAT THE PERSONAL DATA BEING
PROCESSED IS INACCURATE OR IS BEING PROCESSED UNLAWFULLY

*  YOU MAY HAVE THE RIGHT TO DATA PORTABILITY. THIS IS THE TRANSFER OF YOUR DATA TO ANOTHER DATA
CONTROLLER, WHERE YOU HAVE PROVIDED YOUR CONSENT AND THE PROCESSING IS CARRIED OUT BY AUTOMATIC
MEANS

*  YOU HAVE THE RIGHT TO MAKE AN OBJECTION TO THE PROCESSING OF YOUR PERSONAL DATA RELATING TO YOUR
PARTICULAR SITUATION, AT ANY TIME, BASED ON PROCESSING OF DATA IN THE PUBLIC INTEREST OR FOR THE
PURPOSES OF LEGITIMATE INTERESTS PURSUED BY MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS

*  WHERE PERSONAL DATA IS PROCESSED FOR MARKETING PURPOSES YOU HAVE THE RIGHT TO OBJECT TO THE
PROCESSING OF YOUR PERSONAL DATA AND TO WITHDRAW YOUR CONSENT, AT ANY TIME, TO DIRECT MARKETING

TO ENQUIRE ABOUT OR EXERCISE ANY OF YOUR RIGHTS PLEASE CONTACT US USING THE DETAILS PROVIDED BELOW.
Do | HAVE A CHOICE?

PROVIDING MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS WITH YOUR PERSONAL DATA HELPS US TO FULFIL OUR CONTRACTS
TO PROVIDE OUR CUSTOMERS WITH IRIS TO HELP DELIVER YOU WITH RELEVANT EYECARE SERVICES. WHEN PROVIDING OUR
SERVICES, WE WILL HAVE ENTERED INTO A CONTRACTUAL AGREEMENT WITH EITHER SPECIALIST EYECARE ORGANISATIONS, THE
NHS OR OTHER HEALTH CARE PROVIDERS.

FAILURE TO PROVIDE MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS WITH YOUR PERSONAL DATA MAY IMPACT ON THE LEVEL
OF EYECARE WHICH CAN BE PROVIDED, IT MAY EVEN RESULT IN NON-ACCEPTANCE FOR YOUR EYECARE TREATMENT.

FOR STAFF, CONSULTANTS, CONTRACTORS, VENDORS AND SUPPLIERS THE RESTRICTION ON PROCESSING OF PERSONAL DATA
MAY IMPACT ANY CONTRACTUAL AGREEMENTS IN PLACE BETWEEN EITHER PARTY, THAT MAY RESULT IN FAILURE TO MEET THE
CONTRACTUAL OBLIGATION.

DATA PROTECTION NOTIFICATION

MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS IS A 'DATA CONTROLLER' UNDER THE DATA PROTECTION ACT. OUR
REGISTRATION NUMBER IS: ZA010769. WE HAVE NOTIFIED THE INFORMATION COMMISSIONER'S OFFICE THAT WE PROCESS
PERSONAL DATA AND THE DETAILS ARE PUBLICLY AVAILABLE FROM THE:

INFORMATION COMMISSIONER'S OFFICE
WYCLIFFE HOUSE

WATER LANE

WiLMSLOW

SK9 5AF
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ICO.0RQ.UK

CHANGES TO OUR PRIVACY NOTICE

WE KEEP OUR PRIVACY NOTICE UNDER REGULAR REVIEW AND WE WILL PLACE ANY UPDATES ON THE MDTS/IRIS WEBSITE.
COMPLAINTS ABOUT HOW WE PROCESS YOUR PERSONAL INFORMATION.

IN THE FIRST INSTANCE, YOU SHOULD CONTACT THE DATA CONTROLLER ON THE DETAILS BELOW.

WARREN DIDDAMS, CHIEF EXECUTIVE OFFICER & DATA CONTROLLER

TELEPHONE: 07789 033025

EMAIL: WARREN @ MDTSOLUTIONS.CO.UK

POST: MEDICAL DIAGNOSTIC & TREATMENT SOLUTIONS, 10 EATON CLOSE, BILLERICAY, ESSEX CM12 OUR.

OUR OFFICE OPENING HOURS ARE: 9AM TO 5PM MONDAY TO FRIDAY.

YOU MAY ALSO REFER ANY COMPLAINTS DIRECTLY TO THE ICO ON THE CONTACT DETAILS PROVIDED ABOVE.
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